Robocall Mitigation Program Description

This Robocall Mitigation Plan is submitted by Beltalk Solutions LLC d/b/a Beltalk Solutions LLC.
pursuant to the provisions of 47 C.F.R. § 64.6305, adopted by the Federal Communications
Commission (FCC) which require all “voice service providers” to establish a “robocall mitigation plan”.
This document sets forth the Provider’s current policies and procedures designed to reduce or
eliminate outbound illegal robocalls originating on its network. The Provider views these policies and
procedures as constituting “reasonable steps” to avoid the origination of illegal robocalls on its
network and in addition to following these steps the Provider commits to responding to all traceback
requests from the FCC, law enforcement, and the Industry Traceback Group (ITG), and to cooperate
with such entities in investigating and stopping any illegal robocallers that may use its service to
originate calls.

[. STIR-SHAKEN IMPLEMENTATION STATUS

As indicated in the FCC’s Robocall Mitigation Database, the Provider’s status with respect to STIR-
SHAKEN implementation is as follows: ® The Provider has implemented the STIR/SHAKEN
authentication framework on its network and all calls originating on its network are fully certified
with stir shaken headers.

[I. TRACEBACK REQUESTS

As noted above, the Provider will cooperate with the FCC, law enforcement and the (ITG) on all
traceback requests and investigations. To allow for timely and comprehensive law enforcement
response efforts against illegal robocalls, the Provider will dedicate sufficient resources to promptly
complete and provide responses to all traceback requests received from the FCC, law enforcement
and/or the ITG, and commits to fully responding to any traceback 2 request received within 24 hours
after receiving the same. Within Appendix A to this Plan, the Provider identifies a single point of
contact for receiving all traceback requests.

[ll. CUSTOMER VETTING PRACTICES.

As a means of preventing or minimizing the origination of illegal robocalls through its voice services,
the Provider will use best practices in vetting the identity of all of its voice service subscribers,
whether a residential or business/commercial subscriber (including any entities that are purchasing
the Provider’s services for resale). The subscriber vetting process is intended to help determine the
legitimacy of a customer for the purpose of establishing a service relationship. Generally, the
Provider looks to confirm the identify of customers using its voice services through collecting
information such as physical customer location, contact person(s), state or country of incorporation,
federal tax ID, and the nature of the customer’s business. Provider efforts to vet retail and
business/commercial subscribers occurs during the process of provisioning customer requested
services (for example in appropriately sizing the facilities to their claimed intended use), executing
the Provider’s required service agreements, and granting the customer the right to use telephone
number resources.



Further, with respect to meeting existing obligations to take affirmative, effective measures to
prevent new and renewing customers from originating illegal calls, the Provider:

e Utilizes service agreements and acceptable use policies as a means of preventing its
new and existing subscribers from using their voice and broadband services in ways
that would be in violation of local, state, or federal laws, or to engage in deceptive or
fraudulent activity.

e Has established a routine process for monitoring of the usage and quality of its
network facilities and conducts recurring and timely reviews of its call detail records
(CDRs) to facilitate early identification of unusual or suspicious calling activity or
patterns that may indicate use of the network for originating illegal robocalls.

IV. TELEPHONE NUMBER VALIDATION PRACTICES

Telephone Number Validation refers to the confirmation of the customer or end-user right to use a
telephone number in connection with their subscribed voice service(s). In accord with industry best
practices, the Provider has procedures in place to confirm the calling customer’s right to use a
telephone number. Specifically, a subscriber of the Provider’s services is permitted to use a
telephone number as their caller identity if a number is directly managed by the Provider and/or
obtained by the Provider via an underlying partner.

V. ONGOING ROBOCALL MITIGATION PRACTICES

The Provider monitors the usage of its network and examines call detail records (CDRs) on a
recurring basis for the purpose of detecting suspicious call activity and/or calling patterns. When
network usage patterns consistent with illegal robocalls are detected or the Provider otherwise
suspects illegal robocalling or spoofing is taking place on its network, it immediately seeks to identify
the party that is originating, terminating, or routing these calls so that it may take appropriate action.
The actions taken may include, but are not limited to: initiating a traceback investigation; verifying
that the originating customer owns or is authorized to use the Caller ID number; determining
whether the Caller ID name sent to a receiving party matches the customer’s corporate name,
trademark, or d/b/a name; terminating the party’s ability to originate, terminate, or route calls on
the Provider’s network; and providing notice to law enforcement authorities

Traceback Request Single Point of Contact:
Name: Anup Jalan

Title: CEO

Phone Number: +16148267475

Email Address: anup.jalan@beltalk.net



