
If you’ve followed the communications industry at all over the past few years, you probably heard about
STIR/SHAKEN. It's a technology framework that seeks to reestablish trust in voice communications by
taking a stronger stance against practices like illegal spoofing for malicious robocalling to help protect
consumers against fraud and abuse.

What is STIR/SHAKEN?
The Telephone Robocall Abuse Criminal Enforcement and Deterrence (TRACED) Act was signed into law
on December 30, 2019, to address the problems of robocalling and illegal phone number spoofing. The

OneNet Global - Robocall Mitigation Program Description

OneNet Global utilizes Bandwidth.com for originating calls to fully comply with the 
STIR/SHAKEN requirements.







STIR SHAKEN Call Flow

1. SIP  INVITE  is  received  by  the  originating  service  provider  who  looks  at  the  call  source  (customer)
and  calling  number  to  determine  the  level  of  attestation  to  provide  for  the  call.

2. The  originating  service  provider  sends  SIP  INVITE  to  the  authentication  service.
3. Authentication  service  returns  SIP  INVITE  with  SIP  Identity  Header  containing  PASSporT  header,

PASSporT  payload,  PASSporT  signature,  encryption  algorithm,  and  location  of  certificate  repository.
4. SIP  INVITE  with  Identity  header  is  sent  to  the  terminating  service  provider.
5. Terminating  service  provider  sends  SIP  INVITE  with  Identity  header  to  Verification  Service.
6. Verification  Service  obtains  the  digital  certificate  with  the  public  key,  decodes  the  identity  header,

and  verifies  that  the  originating  service  provider  is  authorized  to  originate  calls  for  the  calling
number.

7. Verification  Service  returns  results  indicating  whether  the  Identity  Header  was  valid  and  whether  TN 
Validation  passed,  failed,  or  wasn't  performed.

8. The  terminating  service  provider  completes  the  call  to  the  called  party.

How  is  Bandwidth  signing  calls?
• Outbound  calls  from  Bandwidth  customers  using  U.S.  phone  numbers  in  their  account  are  signed 

with  “A”  or  full  attestation.
• Outbound  calls  from  Bandwidth  customers  using  phone  numbers  that  are  not  in  their  account  are 

signed  with  “B”  or  partial  attestation.
• Bandwidth  doesn’t  currently  sign  any  calls  with  “C”  or  gateway  attestation.


